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Executive 
Summary
As enterprises move beyond AI pilots into 
production-grade agentic systems, 
evaluation, the practice of systematically 
measuring AI quality, reliability, and safety, 
has emerged as the most critical and least 
standardized discipline in AI engineering. 
This white paper synthesizes evaluation 
architectures, frameworks, and lessons 
learned from agentic AI deployments 
across eight enterprise engagements 
spanning financial services, life sciences, 
investment management, cybersecurity, 
and B2B software.

Across all engagements, three patterns 
consistently distinguished 
high-performing deployments from those 
that struggled:

• Evaluation is treated as a first-class 
engineering concern, not an 
afterthought

• Evaluation frameworks span the entire 
lifecycle - pre-production, regression, 
and continuous production monitoring

• The choice of eval methodology is 
driven by the nature of the output 
(structured vs. generative) and the 
regulatory context of the industry

This paper provides a structured analysis 
of evaluation approaches, tooling 
decisions, and architectural patterns that 
practitioners can apply to their own AI 
programs.
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Introduction: 
Why Evals Are the New Unit Tests
The analogy is imperfect but instructive: evaluation frameworks for AI agents are what unit and 
integration tests are for software - the mechanism by which teams develop confidence that a system 
does what it is supposed to do, and that changes do not introduce regressions.

But AI evaluation is harder than software testing for several reasons. The output space is unbounded. 
Ground truth is expensive to establish. Performance degrades silently in production. And the systems 
being evaluated (multi-agent pipelines, RAG architectures, tool-calling agents) introduce multiple 
failure modes that interact in non-obvious ways.

Across the eight enterprise deployments analyzed in this paper, engineering teams tackled these 
challenges with a combination of established principles and highly contextual innovation. What 
emerges is a coherent, if not yet standardized, set of practices for enterprise-grade AI evaluation.

The Evaluation Landscape

Every mature evaluation program in our dataset operated across three temporal phases:

SECTION 01

1.1 Three Phases of Production Evaluation

Phase Purpose Key Activities

Pre-Production Establish baseline quality 
before deployment

Golden dataset creation, 
LLM-as-judge calibration, 
stress testing, cost/latency 
profiling

Regression Testing Prevent quality degradation 
from changes

CI-integrated test suites, 
prompt change triggers, 
model version gates, 
threshold enforcement

Production Monitoring Detect drift and collect 
ground truth

Live outcome metrics, SME 
sampling, user feedback 
signals, A/B shadow testing

The most sophisticated deployments, particularly in regulated industries, explicitly fed 
production findings back into pre-production benchmarks. This "closed loop" is what 
prevents evaluation from becoming stale. Production discoveries became next month's 
regression cases.

Key Insight: The Closed Loop
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A critical variable determining evaluation architecture is the nature of the output being assessed. 
Outputs fall into two broad categories:

• Structured outputs (SQL queries, classification labels, JSON payloads, routing decisions) can be 
evaluated with deterministic comparators, including precision, recall, exact match, and schema 
validation. These are faster, cheaper, and more reliable to evaluate.

• Generative outputs (long-form answers, research summaries, recommendations) require 
probabilistic evaluation, such as LLM-as-judge, human review, and rubric-based scoring. These 
are slower, more expensive, and require calibration to be trustworthy.

Several deployments in our dataset-built hybrid pipelines that handled both: deterministic evaluation 
for tool calls, routing decisions, and query generation, combined with LLM-as-judge for final response 
quality.

1.2 Evaluation Complexity by Output Type

A global financial services infrastructure provider deployed an AI agent to generate proxy voting 
recommendations (FOR, AGAINST, ABSTAIN, HUMAN REVIEW) across thousands of annual meeting 
items. The architecture paired with a recommendation agent with a dedicated LLM judge agent that 
validated every decision for policy alignment, exception handling, and data consistency.

The evaluation challenge was acute: recommendations carry fiduciary weight, and errors, such as 
missed exceptions or policy misalignments, have direct governance consequences. The team 
addressed this through several mechanisms:
• Pre-production benchmarking against historical analyst decisions across all four recommendation 

categories
• Regression testing triggered by any change to prompts, policies, model versions, or underlying 

data processing logic
• Continuous production monitoring of human override rates and judge-agent disagreement rates 

as leading indicators of quality drift

2.1 Financial Services: Proxy Voting Intelligence

SECTION 02

Case Studies in 
Enterprise Evaluation



Human override rate proved to be the most actionable production metric. When analysts 
consistently overrode the agent on a particular policy class, the team treated this as a 
signal for targeted prompt and benchmark improvement, not just a compliance event.

Evaluation Metric Spotlight
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Two separate life sciences deployments illustrate different facets of evaluation in regulated 
environments.

The first, a custom multi-agent orchestration platform for scientific knowledge management, operated 
under pharmaceutical data governance requirements. The evaluation framework spanned three 
phases instrumented through MLflow, AWS, and Databricks Lakehouse Monitoring. 
Human-in-the-loop (HITL) validation was built into the architecture, not bolted on.

The second deployment focused on document intelligence for pharmaceutical manufacturing records, 
including handwritten batch records, inspection reports, and multilingual process documentation. This 
is a domain where evaluation has a clear ground truth: structured field extraction either matches the 
source document or it does not. The team built a purpose-built evaluation framework with the 
following results:

2.2 Life Sciences: Pharma-Grade Agentic Platforms

Industry / Use Case Key Eval Metrics Framework Used

Pharma Document 
Intelligence

Document Classification 
Accuracy: 96.8% Critical 
Field Accuracy: 98.2% 
Human Review 
Escalation: 8.4%

Custom Framework + 
OpenTelemetry

Scientific 
Knowledge Platform

Faithfulness, Answer 
Relevance, Citation 
Accuracy (RAG Triad) 
MLflow-tracked across 
all agents

MLflow + RAGAS + 
Bedrock LLM Judge



Classification 
accuracy (Vendor 
Knowledge Agent):
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A global investment management firm deployed three distinct agentic 
platforms: an event-driven research platform, a sales analytics 
application, and an NL2SQL platform, each requiring a different 
evaluation approach.

The research platform evaluated on retrieval precision, source diversity, 
event coverage, and hallucination rate. The sales analytics application 
benefited from a strong existing ground truth: the sales and marketing 
teams could validate against known business outcomes, enabling 
test-driven development from the outset. The NL2SQL platform required 
a dual-layer evaluation: semantic retrieval quality at the input stage, and 
SQL execution correctness at the output stage.

This multi-application context illustrates a broader principle: evaluation 
frameworks must be purpose-built for each application's output type 
and domain context, even within a single organization.

2.3 Investment Management: Multi-Domain Agentic Research

A global financial data and analytics provider deployed a LangGraph-based multi-agent system to 
address the 20% of CVEs that have no available patch in enterprise vulnerability management 
platforms. The system engineered custom remediations through an adversarial author-reviewer loop 
and tested them in ephemeral lab VMs before routing to human approval.

The evaluation program for this deployment represents the most rigorous in the dataset. Four explicit 
pre-production thresholds were defined:

Critically, failed regressions required explicit engineer acknowledgment - no silent threshold bumps. 
Threshold changes required Infosec review. This governance layer around the evaluation framework 
itself is a distinguishing characteristic of high-stakes deployments.

2.4 Cybersecurity: Adversarial Evaluation for Vulnerability Remediation

>95% match

Reviewer agreement 
(Script Author + 
Reviewer agents): 

<10% false 
flag rate

Lab pass-rate 
(end-to-end Path B): 

>70% 
first-attempt 
pass

Catalog hit precision 
(Catalog Retriever): 

>98% precision



Routing accuracy: 
did the query reach the correct agent and data source?
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A global executive search and leadership advisory firm deployed a multi-agent MCP-based system 
connecting to Elasticsearch and Neo4j, converting natural language queries into data source-native 
queries and returning structured or natural language responses.

The evaluation program reflected the multi-step nature of the agent pipeline, with distinct metrics for 
each stage:

This stage-by-stage decomposition, evaluating the pipeline rather than just the final output, is a pattern 
that consistently appeared in sophisticated deployments. Final output quality is a lagging indicator; 
stage-level metrics enable root cause analysis.

2.5 Executive Search: Multi-Source Query Intelligence

1

Query translation quality: 
was the natural language query correctly converted to Elasticsearch DSL or Cypher?

Data retrieval precision:
did the query return the expected records?

Response formatting:
did the output match the required structure?

2

3

4

A B2B pricing optimization software company deployed a LangGraph multi-agent RAG system 
connecting to SharePoint, Confluence, GitHub, and Salesforce. A distinctive requirement was 
Role-Based Access Control (RBAC) compliance: users should only receive information they are 
authorized to access.

This requirement introduced a novel evaluation dimension, authorization compliance, that sits outside 
the standard RAG evaluation stack. The team achieved 100% authorization compliance in their 
evaluation benchmark, making it a hard gate in the regression pipeline. Selected production metrics:

2.6 Enterprise Software: RAG with Authorization-Aware Evaluation

Industry / Use Case Key Eval Metrics Framework Used

Enterprise RAG
(Multi-Source)

Retrieval Precision@5: 
92% Grounded 
Response Rate: 95% 
Hallucination Rate: 3.2%

Custom + LangSmith

User Experience Satisfaction Score: 4.6/5 
Mean Response Latency: 4.1s Production Monitoring

Authorization 
Compliance 100% (hard regression gate) Custom Evaluation Pipeline
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Approach When It Works Trade-offs

LangSmith

Tracing-heavy workflows, 
LangGraph deployments, 
teams needing observability 
out-of-the-box

Less control over scoring 
logic; external dependency

Custom Pipelines

Novel output types (proxy 
voting, NL2SQL, document 
extraction), strict 
governance requirements, 
domain-specific metrics

Higher build cost; requires 
eval engineering expertise

Promptfoo 
(with OpenAI Evals)

Teams needing prompt 
regression testing, model 
comparison across providers, 
and adversarial red teaming in 
CI pipelines; the recommended 
evaluation framework for 
OpenAI SDK-based stacks. 
OpenAI Evals remains available 
as a legacy option for teams 
already invested in it.

CLI-first; less suited for 
rich observability or 
production monitoring. 
Acquired by OpenAI in 
March 2026, making it 
the de facto standard for 
OpenAI-ecosystem teams

MLflow + RAGAS

Data platform-centric 
stacks (Databricks/AWS), 
regulated industries 
needing audit trails

Requires instrumentation 
investment; RAGAS 
calibration needed

SECTION 03

Tooling Decisions 
and Trade-offs

The most common question practitioners face is whether to adopt an off-the-shelf evaluation 
framework or build custom pipelines. The data from our engagements suggests the answer is highly 
contextual:

3.1 The Build vs. Buy Decision for Eval Frameworks
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Positional bias 

LLM-as-judge, the practice of using a language 
model to score the outputs of another 
language model, appeared in the majority of 
generative evaluation pipelines in our dataset. 
Its primary advantage is scalability: human 
review at production volumes is 
cost-prohibitive. But LLM judges introduce 
their own failure modes:

The teams that used LLM-as-judge most 
effectively calibrated their judges against a 
labeled human sample before deployment, 
and periodically re-calibrated as models were 
updated. One team explicitly noted that LLM 
judge scores were only trusted after 
calibration. Uncalibrated scores were treated 
as directional, not definitive.

Tools like Promptfoo make this 
deterministic/probabilistic split explicit in their 
architecture, supporting both hard assertions 
(exact match, schema validation, substring 
checks) and LLM-as-judge scoring within the 
same test suite. This allows teams to apply the 
right evaluation method per output type rather 
than forcing a single approach across an entire 
pipeline. Promptfoo also includes a red 
teaming module that generates adversarial 
inputs to test for jailbreaks, prompt injection, 
and data leakage - a capability not covered by 
most other frameworks in this comparison and 
particularly relevant to customer-facing 
deployments.

3.2 LLM-as-Judge: 
Strengths and Pitfalls

judges score earlier 
answers higher, 
independent of 
quality

Verbosity bias 

judges favor longer, 
more detailed 
responses

Self-consistency 

judges from the same model family as the 
evaluated model may be correlated
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Emerging 
Principles for 
Enterprise AI 
Evaluation

SECTION 04

Synthesizing across all eight 
engagements, the following principles 
characterize mature enterprise AI 
evaluation programs:

• Stage-level metrics, including 
routing accuracy, query translation 
quality, and retrieval precision, 
provide earlier signals than final 
output quality scores.Evaluate the 
pipeline, not just the output. 

• In every high-stakes deployment in 
our dataset, evaluation metrics 
served as hard gates in CI 
pipelines. Failed evals blocked 
deployment; threshold changes 
required explicit review. Make 
evaluation a deployment gate. 

• Teams with strong existing ground 
truth - historical analyst decisions, 
validated business datasets, and 
SME-reviewed records, 
consistently shipped faster and 
with higher confidence than those 
constructing ground truth from 
scratch. Ground truth is your most 
valuable asset. 
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• Production monitoring that feeds 
back into pre-production 
benchmarks prevents evaluation 
drift. Teams that treated 
evaluation as a one-time 
pre-launch activity consistently 
underperformed. Design for the 
closed loop from day one. 

• In regulated industries and 
enterprise settings, compliance 
metrics (RBAC adherence, audit 
trail completeness, HITL 
escalation rates) belong in the 
evaluation framework alongside 
accuracy metrics. Authorization 
and governance are first-class 
eval dimensions. 

• Human override rates, escalation 
rates, and disagreement rates 
between agents and reviewers are 
more actionable in production 
than aggregate quality scores. 
They surface where the model is 
systematically wrong. Human 
review rates are leading 
indicators. 
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Conclusion
The deployment of agentic AI systems at enterprise scale demands an evaluation discipline that 
matches the sophistication of the systems being deployed. The engagements analyzed in this paper 
demonstrate that evaluation is not a checkbox activity. It is an ongoing engineering program that 
spans pre-production benchmarking, continuous regression testing, and closed-loop production 
monitoring.

What separates the best programs is not the sophistication of their tooling, but the quality of their 
thinking about what to measure, how to measure it, and what to do when measurements degrade. As 
AI systems take on higher-stakes decisions such as proxy votes, vulnerability remediations, 
pharmaceutical documentation, and executive hiring intelligence, the field's ability to answer those 
questions will determine whether enterprise AI fulfills its promise.

The frameworks and patterns described here represent the current frontier of enterprise AI evaluation 
practice. They are not final answers, as the field is evolving rapidly, but they offer a substantive 
starting point for any organization serious about deploying AI responsibly and at scale.

Appendix A: 
Sample Evaluation Report
Global Investment Management Firm - Agentic AI 
Evaluation Dashboard (May 2025) The following 
evaluation dashboard illustrates the three-platform 
evaluation program described in Section 2.3. It covers 
the Agentic Research Platform, Sales Analytics 
application, and NL2SQL platform, alongside a 
consolidated results explorer spanning 5,090 test cases 
across all three platforms. Client identifying information 
has been removed.
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This white paper is based on anonymized analysis of 
agentic AI evaluation programs implemented across eight 
enterprise clients spanning financial services, life sciences, 
investment management, cybersecurity, and enterprise 
software sectors. All client names and identifying details 
have been removed or generalized. Quantitative metrics 
are drawn directly from documented evaluation reports. 
The authors would like to thank Shikhar Kwatra & team at 
OpenAI for their guidance and thought partnership on AI 
evaluation practices and tooling.
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